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@ COM7

Firewall table for easy setup

To Destination port Protocol Transport
Com7 ME telephony system

185.39.124.0/22 443 HTTP(S) TCP
185.39.124.0/22 5060/5061 SIP TCP / UDP
185.39.124.0/22 10000-65534 RTP /SRTP UDP

Below displays optional firewall settings if you are using desk phones from Mitel or Snom or
if you are using conference invitations within Miteam.

To Destination port Protocol Transport Rule Comments
Snom phone provisioning
185.39.124.0/22 9443 HTTP(S) TCP Allow Used for provisioning

of Snom phones

Fixed phones

1.aastra.pool.ntp.org 123 NTP UDP Allow Used for date/time in
fixed phones

2.aastra.pool.ntp.org 123 NTP UDP Allow Used for date/time in
fixed phones

3.aastra.pool.ntp.org 123 NTP UDP Allow Used for date/time in
fixed phones

0.se.pool.ntp.org 123 NTP UDP Allow Used for date/time in
fixed phones

Snom SRAPS

52.28.89.237 443 HTTP(S) TCP Allow Snom phone settings
distribution

Mitel Phone RCS

rcs.aastra.com 80/ 443 HTTP(S) TCP Allow Mitel phone settings
distribution

If you need more granular control of the firewall, please follow the setup steps on the next page.
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@ COM7

Firewall table for stricter configuration

To Destination port Protocol Transport Rule Comments
Com7 ME telephony system

185.39.124.96/28 443 HTTP(S) TCP Allow ConnectMe
185.39.125.96/28 443 HTTP(S) TCP Allow ConnectMe
185.39.124.40/29 443 HTTP(S) TCP Allow New System
185.39.125.40/29 443 HTTP(S) TCP Allow New System
185.39.126.64/27 443 HTTP(S) TCP Allow
185.39.127.64/27 443 HTTP(S)  TCP Allow

212.247.59.0/27 443 HTTP(S) TCP Allow

Com7 ME telephony system

185.39.124.40/29 5060/ 5061 SIP TCP/UDP  Allow New System
185.39.125.40/29 5060 / 5061 SIP TCP/UDP  Allow New System
185.39.126.64/27 5060/ 5061 SIP TCP/UDP  Allow
185.39.127.64/27 5060 / 5061 SIP TCP/UDP  Allow

212.247.59.0/27 5060/ 5061 SIP TCP / UDP Allow

Com7 ME telephony system

185.39.124.96/28 10000- 64919 RTP / SRTP UDP Allow ConnectMe
185.39.125.96/28 10000- 64919 RTP / SRTP UDP Allow ConnectMe
185.39.124.32/29 49152- 65534 RTP / SRTP UDP Allow New System
185.39.125.32/29 49152- 65534 RTP / SRTP UDP Allow New System
185.39.126.64/27 49152- 65534 RTP / SRTP UDP Allow
185.39.127.64/27 49152- 65534 RTP / SRTP UDP Allow

212.247.59.0/27 49152- 65534 RTP / SRTP UDP Allow

Please see next page for optional firewall settings if you are using desk phones from Mitel or Snom or

if you are using conference invitations within Miteam.
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@ COM7

cont. firewall table for stricter configuration

Optional firewall settings for Snom or Mitel deskphones and if you are using conference invitations from

within Miteam

To Destination port Protocol Transport Rule Comments

Fixed phones

1.aastra.pool.ntp.org 123 NTP UDP Allow Used for date/time in
fixed phones

2.aastra.pool.ntp.org 123 NTP UDP Allow Used for date/time in
fixed phones

3.aastra.pool.ntp.org 123 NTP UDP Allow Used for date/time in
fixed phones

0.se.pool.ntp.org 123 NTP UDP Allow Used for date/time in
fixed phones

Snom phone provisioning

185.39.124.40/29 9443 HTTPS TCP Allow Used for provisioning
of Snom phones

185.39.125.40/29 9443 HTTPS TCP Allow Used for provisioning
of Snom phones

185.39.126.64/27 9443 HTTPS TCP Allow Used for provisioning
of Snom phones

185.39.127.64/27 9443 HTTPS TCP Allow Used for provisioning
of Snom phones

212.247.59.0/27 9443 HTTPS TCP Allow Used for provisioning
of Snom phones

Snom SRAPS

52.28.89.237 443 HTTP(S) TCP Allow Snom phone settings
distribution

Mitel Phone RCS

rcs.aastra.com 80/ 443 HTTP(S) TCP Allow Mitel phone settings

distribution
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